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Summary

The verdict of the tenants?! is surprisingly clear: We were skeptical, but now we are excited.
We found "Digitization" unbelievable at first, but heating cost savings now make the benefits
visible. The verdict of commercial landlords? from municipal and cooperative housing compa-
nies and the owners of large commercial campuses is also surprisingly clear: we have
learned how digitization can make us mediators of major energy efficiency processes and
strengthen our active role. At last we can add significantly improved energy-saving proces-
ses to our portfolio— with low investment costs— without having to fear a landlord-tenant di-
lema.

Best Practice: Over the three years that the project was in operation, we collected ideas from
four different housing and real estate companies, combined them into a testbed with re-
presentative pilot project buildings and reference buildings at different locations and anticipa-
ted the digital future in the neighbourhoods by means of concrete implementations. For the
first time, we have tested new, digitally-supported business models with future potential, listed
concrete questions, and evaluated key figures to find answers.

The data analysis® of the "Alliance for a climate-neutral building stock” from 2017 has now
been relaunched with a gateway-oriented focus and continues on a larger scale what was
started in the housing industry, among other things, with projects within the framework of the
"ALFA® - Alliance for Plant Efficiency".

Thermal energy-related, digitally supported processes of the future were anticipated, tested,
their key performance indicators determined and the enthusiasm of the concerned tenants
evaluated. The parameters used to evaluate the current questions were:

- what effect do the results have on climate balances, energy balances in neigh-
bourhoods and cities, and what options for actionable opportunities do real estate com-
panies have?

- Can tenant loyalty be improved with clear messages about success?

- Can action and investment frameworks be identified?

- What effects do self-sufficient processes have, especially those of the new gateways?

At the beginning of the project, the Smart Meter Gateways had not yet been certified; the an-
ticipation of this innovation proved to be one of the strongest options for action (as of
Spring/Summer 2020)*. The digital self-sufficiency of real estate companies, which was
addressed right at the beginning, also proved to be a rewarding project focus. Small and me-
dium-sized companies in particular are asking themselves how to achieve independence from
overpriced service providers.

The content of the digital project documented here does not refer to "ERP" processes, for
example, where digitization is the subject of daily business in real estate companies every-
where. "Digitization" is a superordinate infrastructure topic in the project understanding. Buil-
ding and system technology and data security in accordance with the new rules of the Federal
Office for Information Security (BSI) also include the current understanding of data protection;
indeed, it now extends this to include globally recognised rules ("common criteria").®

! Detailed statements of tenants in Stage 3

2 Detailed statements of landlords in Stage 3

3 Grinewitschus u. a. Energetic optimisation through plant engineering and user assistance in residential buildings

“ Frank Urbansky, Smart Meter Rollout: what it brings to the housing industry, Haufe Verlag

5 Federal Office for Information Security: common criteria
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https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktzertifizierung/ZertifizierungnachCC/ITSicherheitskriterien/CommonCriteria/commoncriteria_node.html

Even the older generation of tenants was very cooperative®, according to the evaluation by
the boards of the participating housing companies; clearly announced savings targets encou-
raged enthusiasm. The new tools of digitization were based on secure offline processes, on
self-learning algorithms for individual rooms, and on gateway-led processes that provide ma-
ximum security via telemetric forwarding networks and the so-called "CLS interface" at the
highest security level according to common criteria, using the now-available BSI-certified smart

meter gateways.
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Abb. 1: Zukunftsfahiges Digitalkonzept fur Energieeffizienz in Wohnquartieren

In accordance with the ambition of the project, future capabilities of the telemetry and collection
technologies (Business-Power-Line (BPL’) and the use of "programmed water" to avoid sys-
tem losses due to calcification® were also included in the field test for the first time. The decisive
guestion here was whether and, if so, how tenants could be affected. These details were only
added after conceivable impairments could be excluded.

The project's application for housing industry recognition was successful: it won the BBU Fu-
ture Award 2019°.

The major processes that had been implemented through the project and their results were
put together on individual "ladder rungs,” forming a "ladder of digital success" and were evalu-
ated over the operating period of three years on the basis of invoices for warm operating costs
together with housing companies and tenants. The future important interaction of so-called
"digital twins" with real buildings was prepared. The most important key figures are summa-
rized below:

6 Lecture of the Executive Board of ABG Paradies at BBU-Workshop* on 11.06.2019
7 Explanation BPL (in English)

8 Explanation video lime treatment

9 Explanatory-Video of BBU



https://green-with-it.de/wp-content/uploads/2018/01/04_Pr%C3%A4sentation-ABG-Paradies_support.pdf
https://green-with-it.de/workshop-mit-dem-bbu-ausfuehrliche-details-fuer-die-projektumsetzungen-digitalisierung-im-quartier-und-energieeffizienz-1/
https://en.wikipedia.org/wiki/Broadband_over_power_lines
https://www.peter-aqua-fr.com/fr-funktionsvideo/
https://youtu.be/zyTJ1lRzosQ

Stage 1: Gateway-independent "artificial intelligence" for each part of the home in the
form of self-learning individual room algorithms: 25-30 % heat savings with daily absence
of the tenants due to employment, only 0-5 % with frequent presence of the tenants (absence
reduction of 4 °C cannot be effective here).

After the establishment of stage 2, which followed, all processes were managed on the basis
of a gateway. Such gateways are already present in many systems; however, their perfor-
mance is often inhibited by proprietary usage claims of submetering service providers. There-
fore, the study focussed on establishing complete self-sufficiency for the real estate compa-
nies.

Stage 2: Self-sufficient gateways as the basis for establishing a fully self-sufficient subme-
tering system with visualization of all heat consumption data on a centrally managed energy
management system (EMS), along with simultaneous delivery of individual heating consump-
tion data as graphics to the tenants' smartphone apps. That saved data integration from exter-
nal consumption data while at the same time relieving the burden of administrative work around
the tenant accounts; profits fluctuate strongly per company..

Stage 3: Fruits of digitalization: monitoring, smart meter, energy management system
(EMS) for bidirectional control of all building systems by the technical supervisor, a 15-
minute cycle of the heating generator pulses and readjustment of all burners and secondary
circuits of the house connection stations (HASt) using forward-looking (predictive) algorithms,
including future weather forecast data: these advances resulted in a 5-15% reduction of the
heating load.

Stage 4: Smart Meter Gateway as a BSl-compliant security basis for the protection of
tenants through neighbourhood software, use of the CLS interface as a secure infrastructure
and highly secure telemetric forwarding networks, cost reduction of data collection in stairwells,
elimination of two-wire/GSM/LORA processes, self-sufficiency vis-a-vis external infrastructure
suppliers and

Stage 5: DSGVO-compliant secure telemetric collective apps based on ERP data, which
also map all tenant concerns from the neighbourhood and the surrounding area: AAL, e-health,
calendar and delivery services, security and comfort functions— a residential alternative to for-
eign server services with advertising-centred content.

Einsparquote
Heizwarme % Nutzenbeschreibung Sicherheit Komfort

— Sichere Alternative zu Google & Co.
— integrierte App aus ERP- und freien
0% Prozessen
— Komfort-, Sicherheits- und Lieferdienste
nehmen Mieter mit

BSI-konform volle digitale
Commen criteria  Mieterkommunikation

— Einsatz hoch sichere CLS-Schnittstellen

— Quartierprozesse fiar Vermieter und
5% Mieter nach common criteria

— telemetrische Speditionsnetze

BSI-konform

Commen criteria 100 % safety & security

— Absenkung Warmevertrige oder
Dimensionen Heizerzeuger
515 % — Monitoring/Smart Meter
Fruchte — Energie-Managment-Systeme (EMS)
— pradiktives Lastmanagement
- bidirektionale Steuerung

Digitale

nicht BSI-konform abteilungsubergreifend

— Einstieg in die erweiterte digitale Welt

Autarke 10-12 % n_ull—lnvestlv nicht BSI-konform ready for EMS
Gateways — Eigenmanagement warme BeKo
— Warme-App fur alle Mieter
— Handwerkerlenkung
— Funktioniert auch ohne Komplexsysteme
i = - sofortige Einsparung
] KUnSlElIChe 20-30% — Mieter sind begeistert lB”S_II;f;nfto;rE t plug and play
Intelllgenz - BSI-konform ertitika

— gering investiv nach ALFA ©

FIG. 2: The ladder to success for digital energy efficiency in neighbourhoods, © green with IT e.V.
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Glossar

AAL Ambient Assisted Living Methods, concepts, (electronic) sys-
tems, products and services that sup-
port the everyday life of older or disab-
led people in a situation-dependent and
unobtrusive manner

ALFA Alliance for plant efficiency BBU initiative for low invest measures
to increase energy efficiency

B2B business to business Transactions between companies and
registered traders

B2C business to customer Transactions between registered tra-
ders and end users (customers)

BBU Berlin-Brandenburg Association of | State association in the GdW

Housing Companies

BPL Broadband via Power Line High speed communication via power
lines

BSI Federal Office for Information Civil upper federal authority in the busi-

Security ness area of the BMI for IT security
issues

CLS Controllable-Local-System Interface belonging to the HAN inter-
face, which manages the remote ac-
cess to adjustable generators

Disruptive Disruptive Technologies Disruptive technologies are innovations
that replace an existing service and
make the investments of the previously
dominant market participants obsolete.

DMz Demilitarised Zone Computer network with security-control-
led access to the servers connected to
it.

DSGVO Basic data security regulation European Union Regulation implemen-
ting the rules on the processing of
personal data

EMS Energy Management System Digitally supported tool for the complex
management of energy-specific system
components

EPBD Richtli- | EU directive on the overall energy |should be implemented in German nati-

nie efficiency of buildings onal law (GEG) by 10.03.2020

ERP Enterprise Resource Planning Business Resource Planning

Gateway hardware and/or software Component which establishes a
connection between two systems

Gdw GdW Bundesverband deutscher Central Association of the Housing In-

Wohnungs- und Immobilienunter- | dustry Germany
nehmen e.V.
GEG Building Energy Act Law on the energy requirements for
Legal force expected in autumn new and existing buildings and on
2020 the use of renewable energies for hea-
ting and cooling
G.hn Stan- Home-Grid standard based on Carrier frequency method operating at
dard further developed Power-Line- a total (gross) signal rate of one gigabit
Communication (PLC) per second
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GSM Global System for Mobile Communica- | Mobile radio standard for fully digital
tion mobile radio networks introduced in
1990
HAN home area network The HAN interface also includes a Con-
HAN interface = Ethernet interface, serves | trollable Local System (CLS) interface,
for the integration of the SMGw into the | which enables remote access to con-
home network of the customer with con- | trollable generators (photovoltaic sys-
nection option of controllable devices like | tem, combined heat and power plant)
intelligent household appliances or a and interruptible consumption devices
power generator. (charging station, night storage heating)
HASt House connection stations Transfer station for district heating in
apartment buildings, generally cellar
room
Basic IT Security catalog of the BSI Proven methodology to increase the le-
Security vel of information security at any scale
LAN Local Area Network Home or company network
LMN Local metrological network local instrumentation network that forms the
interface to smart meters
Short-range radio interface (wireless
Mbus) or serial interface for telemetric
data
LORA Long Range Wide Area Network Low Power Wireless network protocol,
opens up residential areas for tele-
metric purposes in submetering etc.
MUC Multi Utility Controller Precursor of the Smart Metzer Gate-
way, but without security component
OMS Open Metering System Cross-manufacturer and cross-divisio-
nal communication architecture for
smart meters based on M-Bus (field
bus) in the context of smart metering
WMBUS Wireless M-Bus Wireless version of the wired M-Bus. It
is standardised in the European stan-
dard EN 13757-4
PLC Power Line Communication Communication via power lines
ROI Return on Investment Key figure for measuring return, mea-

sured by success in relation to capital
employed

Smart Meter

Intelligent meter

Meter that receives and transmits digital
data

SMGW Smart Meter Gateway central communication unit of an intelli-
gent measuring system
SRI Smart Readiness Indicator Assessment of the ability of a building

to interact with users and the network
and to control its operation in an
energy-efficient manner

Submetering

Collective term for units of measu-
rement for operating costs

comprises the consumption-based re-
cording and billing of heating and water
costs in buildings

ULD

Independent State Centre for Data
Protection Schleswig-Holstein

Issues seal of approval for data protec-
tion

Xl




unlike a LAN, extends over a very large

WAN Wide Area Network IP interface/computer network which,
geographical area
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1. Overall concept of the projects

1.1 Introduction, objectives and motivation

The verdict of the tenants? is surprisingly clear: We were skeptical, but now we are excited.
We couldn't believe "digitization" at first, but saved heating costs now make the benefits visible.
After three years of operation, we the clear measurable advantages have convinced us: we
can participate in the important social processes of digitalization. We can actively contribute to
the reduction of CO; pollution and save money through our reduced heating consumption. This
makes digitalisation fun! More of this please!

The verdict of commercial landlords!? from municipal and cooperative housing companies
and the owners of large commercial campuses is also surprisingly clear: we have learned how
digitization can make us mediators of major energy efficiency processes and strengthen our
active role. At last we can add significantly improved energy-saving processes to our the port-
folio— with low investment costs— without having to fear a landlord-tenant dilemma.

Over three complete years of operation, we combined four pilot project buildings, chosen be-
cause of specific attributes that made them representative of the housing industry as a whole,
together with reference buildings to form a test bed and to anticipate the digital future in neigh-
bourhoods. We tested new, digitally-supported business models with future potential for the
first time. Our goal was to examine concrete, very detailed future scenarios that provide a
representative cross-section of all current implementation issues of "digitalization" in neigh-
bourhoods. The aim was to provide answers to the following questions:

- How concretely can the success of innovative digitised energy efficiency processes be
measured using valid data from tenants and landlords?

- Can we turn scepticism into enthusiasm?

- Which valid efficiency factors from digitally supported neighbourhood measures can be
collected and how?

- Which digitally supported business models can emerge from this in the future?

- What implications might the analysed results have on economic CO,-emissions? As-
sets?

- How do we decouple ourselves from the dominance of American servers and their data
collection goals for the purpose of selling individual data relevant to advertising to third
parties?

- How do we bring truly secure data infrastructures into everyday use?

- - What degree of disruptiveness is required?

Further objectives

In addition to answering these questions, the aim was also to show concrete steps that can be
implemented to promote self-sufficiency in all everyday housing processes. We focused on the
most important housing industry processes after the "net cold rent": warm operating costs,
production of heating energy, and all value-added stages of "submetering".

A further aim was to outline a step-by-step entry scenario for the digitisation of the neigh-
bourhood, which takes this most important process as its starting point. Large housing com-
panies have long since been managing their heating and billing systems themselves via sub-
sidiaries; small and medium-sized companies should also be given the opportunity to free
themselves from proprietary constraints. At the same time, this liberation must be accompa-
nied by an immediately implementable list of further efficiency gains, which we call "digital

10 Detailed statements by tenants in Chapter 3
11 Detailed statements by landlords in chapter



fruits". These fruits hang deep, and plucking them can result in impressive progress. The main
goal is: harvest assistance.

1.2 Simulation approach and disruptive business models

In the first period from 2016 to 2018, the first resilient digital processes were tested in the real
estate industry: this affected commonplace practices in residential and commercial quarters.
The everyday operation of new business models based on Smart Meter Gateways (SMGW)
and other methods was then tested from 2018 onwards, although there were no certified de-
vices for Smart Meter Gateways at that time. However, since certified so-called "Multi Utility
Controllers" (MUC) are able to anticipate the operation of such SMGW in a technically mature
manner, it was possible to completely simulate everyday operation until the official market
rollout of Smart Meter Gateways on February 7, 2020. In addition to the collection of valid CO>
savings data in digital test series that had never been tried out before, the project's objective
was linked to the goal of convincing, involving and allowing critical end consumers to partici-
pate through positive everyday practices, thus creating the basis for a high level of social ac-
ceptance of digitisation in residential and commercial areas.

At the same time, landlords should be able to follow valid success stories, so they can experi-
ence and measure their role as mediators in the introduction of future-oriented digital business
models. To achieve this, existing barriers had to be overcome, and in some cases even sanded
down. The first barrier was the skepticism of end users, tenants and citizens.

1.3 Civic skepticism

- “They" just want to force something on me again, which will burden me more afterwards
(experiences with announcements of modernization, ever-increasing additional costs,
electricity levies).

- Whenever something new comes along, they reach into my wallet and afterwards
everything is more expensive.

- Digitalisation means that my need for security is ignored.

- Climate change is something | cannot influence. | have no ability to actively participate.

During the development of the stages of digitisation (listed above) , great importance was at-
tached to the simplest possible handling, so-called "low cost" components (in the sense of the
BBU's ALFA® strategy), the shortest possible return on investment (ROI) times, and maximum
persuasiveness for the end user, without losing sight of the socially indispensable mediators
of these applications, and without actively taking them along: the housing and real estate in-
dustry, i.e., the "real estate industry". i.e. municipal and cooperative housing companies, pri-
vate and independent housing associations, property managers and owners, commercial pro-
perty owners, managers of complex campuses.
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Fig. 3: Heating costs dominate end consumer interest, satellite-like, digitally supported new processes orbit this
superficial sphere of interest, © green with IT e.V.

The most important individual measures were therefore differentiated according to landlord
(B2B) and tenant (B2C) interests in order to openly address the so-called landlord-tenant
dilemma. This is based on the fact that landlords cannot implement even socially highly effec-
tive energy efficiency measures if, for example, costs cannot be apportioned, the use of re-
newable energies is uneconomical or the investments remain with the landlord, or if only ten-
ants would benefit unilaterally from savings.

It was clear from the very beginning that digitisation — with each step clearly documented —
must bring profit for all. It must be simple, clearly comprehensible, measurable, transfer-
able to wide areas of social life, data secure, low investment, in line with the expecta-
tions of citizens and landlords.

The positive initial experiences of the "Alliance for a climate-neutral housing stock” revealed
the hurdles entailed in complex and proprietary approaches: Initial empirical data (12) showed
that digital systems require an overall view. This refers to complex, gateway-led energy ma-
nagement systems (EMS) as a whole, as a system approach without open interchangeability
of individual components. The results evaluated there meant:

- High costs without a recognizable time of amortization for landlord and tenant,
- Overuse of tenants who do not want to "program" individual rooms and
- insurmountable barriers to entry due to too-high entry hurdles.

Our biggest challenge was the simplicity of the entry system. Our developers said: "Simple is
hard". Behind this is the realization that it is easier to store complicated processes with thick
manuals and then "commission” the end user to implement them, or even leave them to figure
the system out entirely alone. It is difficult to design the processes in such a way that:

- the end user finds everything ready to "plug and play,”

- installers can install all drivers with web support,

- the user does not experience a change in everyday usage habits, and

- the savings are automatic— they occur without the creative intervention of the end user.

The question of data security and data protection was also a central issue at the beginning of
the project. After utilising the data-secure “entrance," which elided the need for a complex



basic system (we have referred to this here as "stage 17), a further development takes place
in stages using a cost-neutral entry component: the “gateway"!

The assumed immediate cost neutrality stems from the fact that all modern submetering
systems either already contain a gateway or will receive one with subsequent contracts. These
gateways are part of the existing apportionment costs of the accounting system of warm oper-
ating costs; they are an integral part of the system for collecting all BeKo data in the stair-
well/lbasement. In this case, the costs of the transmission of all data, i.e. the transmission via
GSM, cable, M2M, LORA etc. do not arise additionally, but are also included in the "appor-
tioned" cost block.

Consistent focus on BSI-Grundschutz-compliant processes has not yet been achieved by any
smart home provider. Therefore, the first ULD Certification of our Stage 1 process (algo-
rithms for individual room control) was an important interim success, which also strengthened
our own convictions that we are well ahead of the game with our processes. The aim was to
convince landlords and other intermediaries that they can pass digitally-supported energy effi-
ciency processes to their customers without hesitation and without the threat of "googlification",
i.e. spying on user behaviour for marketing purposes. In the language of young people, this is
now ironically disguised as ,sugar mountains®.

And so we set out to test our energy efficiency processes right away, actively involving the
most sceptical and demanding clientele: older, non-technically connected tenants in widely
spread portfolios that are representative of the entire residential and real estate portfolio. The
reason for this was simple: if you manage to convince this - currently still very widespread -
crop of clientele, you will consequently have an easier time with target groups with a higher
affinity for technology. But even documented "enthusiasm" and vehement support was a par-
ticularly desirable goal for all those involved in the project.

Integrated IT Plattform Abrechnung, Kunde,
SmartMetering Reporting etc. (optional)
ﬂ_

Submetering
Metering

Internet-Anbindung

DSL oder mobile (M2M) Cuents mit Applikation im Browser

Eingabe, Tickets, ...)

Fig. 4: Example of submetering value creation from the perspective of a housing industry customer loyalty software
(ERP), source: BBU

The disruptiveness of our approach means replacing old habits with new processes in such
a way that outdated, expensive inhibition thresholds are ground down and replaced by maxi-
mally self-sufficient processes at the landlord level. This is done by the new processes of
digitalisation. The best example in the housing industry was, for example, the proprietary pro-
tocols of metering service providers. By rejecting the transparency of these protocols, depend-
encies on the electronic heat cost allocators (EHKV) were initially created, which generated
special revenues up to 40% above the usual market level. This was also communicated openly
in American pension funds, so that new so-called "mergers & acquisitions" each year would

4
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ensure additional profit on the basis of these overpriced services for the benefit of the interme-
diary banks. Digitization has now created open standards and transmission paths and pro-
moted the self-sufficiency of all parties involved. Large property managers have terminated
these providers and capped the oversized value added at the expense of the tenants. Instead
of "buy", "make" has become increasingly widespread. Large housing companies have
founded their own service providers who bring this added value into their own companies and
at the same time eliminate the dependence on data supplies during the year. This practice is
increasingly being adopted by medium-sized companies; small companies are currently joining
together to form purchasing associations.

But parallel to this, the dependency shifts are creepingly moving towards gateways. The me-
tering service providers are again starting with built-in "dependencies” exactly where self-suf-
ficiency can be achieved with the simplest means. This becomes visible under point 3 of the
following diagram:

mit Betriebskostenabrechnung

i |
[ Abrechnung @
Energlemonltorlng@

[ ERP des Wohnungsunternehmens ]

-
Fernauslese-Management- und Controll-Center
+ Datenmanagement und —verteilung
L * Geratemonitoring

11

Infrastruktur fiir stationdre Fernablesung
* Datensammler (Netzwerkknoten), Gateway
* Software Tools zur Installation und Inbetriebnahme

T

Erfassungsgerite
Heizkostenverteiler, Wasserzahler, Warmezahler,
Funkmodule fiir andere Zdhler

Zubehor und Monatagematerial

Fig. 5: Segmentation of the billing market (Source: PPR Institute Dr. Rolf Weber)

The basic philosophy of scalable digital processes starts with the smallest unit in our pro-
ject, the single room. The German practice of legally regulated radiator recording, documen-
tation of consumption and its 12-fold annual invoicing on the basis of these values (from
2022%?) is unique in international comparison, but is therefore also a technological challenge.
This is where low-investment resources and data-secure processes were used. This philoso-
phy is then transferred to the individual apartment with further digitally supported, low-invest-
ment measures, hardware and software systems, and from there adapted into the house and
then into the neighbourhood. Valid data is obtained in the tracking of these processes when

2 pr, Ingrid Vogler: How the Energy Efficiency Directive affects the Heating Costs Ordinance
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representative pilot objects are equipped in this way and compared with identical reference

objects. This is what has happened.
Eigene
Datenhoheit

Abrechnungsportal 3088,
ERP

i = Abrechnungssoftware fir selbststandige
Abrechnung der Heiz- und Betriebskosten

i =Geriteverwaltung

» Plausibilisierte Verbrauchswerte

= RWM :
H . . #Plausibilisierte Abrechnungswerte
i wVisualisierung der Messreihen
P |l B : ;
' + »Uberwachung Trinkwasser- und Heizungsanlagen
= i *Plattform zur Integration von Drittanbietern
. *Gerateverwaltung

Gateway Speditionsnetz RN

<=E5>.Plomp, WMBUS / OMS e
"""" MBUS
sanny [F s :
l G :Gas. : ;

e A Sicherer Datentransport auch im Bestand uber
existierende Infrastrukturen (Stromleitung Treppenhaus)

Fig. 6: Diagram of the intended digital neighbourhood development B2B (landlord) and B2C (tenant) using a light-
guided telemetric floor collection system®© green with IT e.V.

1.4 Test-bed structure 2014-2018 - green with IT pilot measure
Application partner in the capital region:

- Two small/medium housing cooperatives
- A municipal housing association
- One commercial campus administrator (state property) with
- 330 Apartments
- 330 apartments in reference buildings
- 330 apartments in representative standard from 1955-1980
- 330 apartments represent building standards of another approx. 220,000 apartments
- Rental parties receive settlement of warm operating costs
- Landlords receive consumption data partly from service providers using proprietary
protocols
- Invoicing of warm operating costs, generally annually on the basis of a ssupplied con-
sumption data record
- no monthly calculation of consumption transparency during the year due to averaged
assumed values
- If monthly consumption data are supplied, additional costs would be incurred by the
service provider (unusual in practice)
- Accounting principles very heterogeneous



1.5 We start in individual rooms with Stage 1

Sammel-App

Smart Meter Gateways und Quartierssoftware

"Digitale Fruchte Gateway—Nutzung”

Monitoring, Smart Meter, pradiktive Lastkurven, EMS__.

Autarke Gateways als digitale Grundlage

Kanstliche Intelligenz far Einzelraume (Algorithmen)

Fig. 7: Easy entry with a first self-sufficient and certified safe, allocatable process

The processes were started in individual rooms (as the smallest basic unit). Here, a WoWi-
suitable innovation for the tenant-friendly use of "artificial intelligence (A" was used for the
first time throughout the entire building together with applications in parallel embedded refer-
ence buildings.

Wie funktioniert , Kiinstliche Intelligenz® in Einzelraumen?

[[(_((I[l(ﬂllluum.......

....mllll]]ll””mm : .

S

enocean

= Selbstlernend aus Nutzerverhalten
= Automatische Erstellung Raumnutzprofile
= Information fiir die Nutzer (Display)

= Eine Bedienfunktion verbleibt
(..Meckertaste")

Fig. 8: "Stage 1" data secure individual room controls based on weekly algorithms, © green with IT e.V.

2. Operations - project descriptions in detail
2.1 Presentation of the objects

2.1.1 Pilot project 1 - Cooperative housing association Liibben eG (GWG)
- Project partner cooperative housing association Libben eG.
- Pilot Project 1 is a multi-storey residential building
- Is located at Hartmannsdorfer Stral3e 2-5 in Libben
- Four stairways
- DDR system construction



- As a reference block, we used Hartmannsdorfer Stral3e 6-9, directly opposite the test
site, with the same design direction, tenant structure and heating technology

- Object is in a good condition

- Thermal insulation measures have already been carried out

- Cooperative is very open-minded about user-friendly innovations

Fig. 9/9a: Lubben residential building (left) and boiler equipment (right), source: GWG Liibben eG.



2.1.2 Pilot project 2 - Workers' cooperative Paradies e.G.
- Project partner Arbeiter Baugenossenschaft eG. Paradise in Berlin-Bohnsdorf
- Pilot Project 2 is also a multi-storey residential building \
- Located in Sausenberger Stral3e
- Five stairways
- Individually bricked building typical from the 30s
- As reference block, we used a building directly opposite with the same orientation, ten-
ant structure and heating technology
- Object is in a good condition
- Cooperative is very innovative especially in the field of HKV, HF technologies etc.

Fig. 10/10a: Site plan (left) and residential building (right), source: ABG Paradies €G.

2.1.3 Pilot Project 3 - Housing Association of Lutherstadt Eisleben mbH
- Project partner Wohnungsbaugesellschaft der Lutherstadt Eisleben mbH
- The pilot project is a multi-storey residential building
- located in Freieslebener Stral3e
- Two stairways
- Predecessor was a DDR construction
- As reference block, we used a building directly opposite with the same orientation, ten-
ant structure and heating technology
- Object is in a good condition
- Company is very innovative



Fig. 11/11a: Residential building (left) and edu}bmen‘ty"Accompanying band heating hot water" (right), spring: WBG
Lutherstadt Eisleben

2.1.4 Pilot project 4 - Campus Buch GmbH (BBB)

- Project partner BBB Campus Buch, Berlin public corporation since 2018

- The pilot project 4 is a multi-storey office building on campus called D85 - Arnold-Graffi-
Haus

- The office building selected first - see energetic recording / energy report has turned
out to be unsuitable in terms of use
- many laboratories are warmed by external heat (computers, monitors etc.) or stor-
age rooms in which heating is almost non-existent

- Building of the Innovation and Start-up Centre for biotechnology companies

- for scientific purposes and workplace for companies

- Three sectors per floor

- One sector of the ground floor was equipped

- The floor above was chosen as reference for the same sector

- Object is in good condition

- Management is well positioned in all technological disciplines
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Fig. 12: Sectional view of pilot building, source: Campus Berlin Buch GmbH
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Fig. 13: Floor plan of pilot building, source: Campus Berlin Buch GmbH

2.2 Preparation of the measures
From 2015 onwards, extensive preparatory measures were undertaken.

- In advance, the process was coordinated and structured in detail in team meetings with
the project participants (GWG, ABG, WBG, BBB).

- The effects were also described in simulation calculations.

- A very detailed building simulation was created after extensive recording, which shows
the energy saving potential for each respective object.

- After completion of the building simulation for the House 55 Campus Buch and the

subsequent repeated inspection of the individual rooms, the decision was made to

change the building again due to the use of the rooms (mainly laboratories with a high

external heat influence and storage rooms without heat requirement) in order to better

highlight the effect of the individual measures. Finally house 85, used predominantly as

an office, was chosen.

The tenants of the first three projects were informed via letters and flyers.

- There was a lively exchange with the WoWi participants in order to put the very techni-

cal view of the measures into an understandable context for the tenants. Among other

things, the network's text proposals were edited by the housing companies and then

published in "tenant-compatible" language (see also the following announcement by

ABG Paradies).

The prospect of getting an app-enabled visualization of heating consumption (and other

consumption data) prompted some frenzied demand from tenants. From the tenants'

point of view, this is highly interesting in order to be able to keep an eye on the largest

item of warm utility costs.

Older tenants with no affinity for web use were made aware by these highly interested

tenants that they did not have to do this themselves, but that "the grandchild generation”

could easily do this for their grandparents. This argument was accepted by the older

tenants.

- The mood at the tenants' meetings was extremely positive after critical questions on
data protection and the 20% savings option had been answered satisfactorily.

11



Following is an example of an announcement by the landlord (see Fig. 8):

Energieprojekt in der Sausenberger StraBe

Bei europdischen Innovationen ganz weit vorn:

Die Sausenberger Strafie

N, .

Die Meinung der Biirger ist wieder gefragt: Neue
Maglichkeiten der digitalen Welt werden einem Nut-
zen unterstellt, der alle Mieter iiberzeugt: Das Sen-
ken von Kosten. GroBter Posten ist hier natiirlich die
Heizung, gefolgt vom Strom fiir die Warmwasser-Er-
zeugung und vom Strom fiir alle anderen ,Verbrau-
cher® im Haushalt wie Kihischrank, Waschmaschi-
ne usw. Wir als Genossenschaft haben uns fir ein
Pilotprojekt zur Verfiigung gestellt. In der Sausen-
berger StraBe wird ein Wohnblock auf Kosten des
Netzwerkes mit neuester Messtechnik ausgeriistet,
wahrend der Andere im Original verbleibt. Spéter
wird man sehen, was die neue Technik real an Ein-
sparungen bringt.

Was ist an der ,Internet 4.0“-Welt anders als heu-
te? In erster Linie wird es Mietern ermdglicht, ohne
Kabel oder Batterien neue Geréte in jedem Raum
zu nutzen, die sich selbst anlernen, keinen zusétzli-
chen Strom bendtigen und die bei Abwesenheit die
Raumtemperatur absenken. Clou dabei: Die Geréte
merken sich, wann die Nutzer zur Arbeit gehen und
wann sie zuriickkommen.

Fiir diese Neuerungen gibt es ein erstes Sicher-
heitszertifikat vom zustindigen Bundesamt, weil die
dazu bendtigten Daten von auBen nicht eingesehen
werden konnen. Dazu soll im Verlauf des néchsten
halben Jahres nun eine sogenannte ,App*, also eine
mieterbezogene Anwendung fiir Smartphones fiir
die beteiligten Mieter erstellt werden, die in erster
Linie den eigenen Verbrauch auf dem Display von
TV-Geréten, Tablets und Handys anzeigt. Aber auch
alle anderen wichtigen Partner aus der Umgebung
sollen eingebunden werden: Apotheken fiir die Re-
zeptzustellung, Lebensmittelmérkte mit Lieferser-
vice, warmes Essen auf Radern usw. usw.

Erméglicht wird dies durch Fordermittel des Landes
Berlin. Ein Netzwerk aus Fachfirmen (green with IT

es maglich und auch notwendig ist, Biirger bei ih-
ren Bediirfnissen abzuholen. Was liegt Mietern ndher
als die eigene Wohnung? Dazu soll sich diese ,App”
selbst finanzieren, sprich ohne Kosten fiir Mieter ins-
talliert werden.

Nach umfangreichen Beratungen des Vorstandes
u.a. mit der Hochschule fiir Technik und Wirtschaft
(HTW) und einer vorab angefertigten Detailberech-
nung durch das Netzwerk wurde in der Sausen-
berger StraBe 26-34 ein Gebdudekomplex aus den
30er Jahren sowie ein baugleiches Gebéude fir
Vergleichszwecke ausgesucht. Die Installation der
Grundgerate erfolgte Anfang September. Weitere
Installationen im Zusammenhang mit der Heizerzeu-
gung, der Heizverbrauchs-Datengeréte und dazu ei-
nem sogenannten ,Kieznetz“ des Stromversorgers
erfolgen in den ndchsten Wochen und Monaten.

Erste Ergebnisse werden im Sommer 2017 er-
wartet. Doch welcher Nutzen soll sich einstellen?
Zunachst einmal wird unterschieden in denjenigen
Nutzen, den die Mieter selbst erzeugen konnen; Das
automatisierte Absenken der Raumtemperatur bei
Abwesenheit bringt mit nachweislich ca. 20% die
groBte absehbare Einsparung bei den Heizkosten.
Dann gibt es weitere, sehr wichtige Einsparungs-
mdglichkeiten, die der Vermieter seinen Mietern
erschlieBen kann: Verbesserte Informationstechnik
bringt Informationen an den Heizkessel und seinen
Brenner, so dass hier — wie bereits im Einzelraum
— eine Vorhersage der Nutzungsgewohnheiten, aber
auch des zu erwartenden Wetters erfolgt.

Ganz zuletzt sollen diese Daten dann in ein zentra-
les Kiezmanagement einflieBen, so dass hier alle
fir eine Senkung der Heizverbrauche wichtigen
Anwendungen zusammen flieBen. Damit dies statt-
finden kann, werden fiir jede Mietpartei ,intelligente
Stromzahler”, sogenannte Smart Meter, eingebaut

e.V.) hat die Senatsverwaltung davon iiberzeugt, dassgggind zu einem zentralen Knotenpunkt (dem ,Smart
Fig. 14: Article from the member newspaper of ABG Paradies (first section), source: ABG Paradies eG.
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Energieprojekt in der Sausenberger Strae

Meter Gateway) zusammen gefasst. Dies wére ei-
gentlich eine ,normale” MaBnahme, zumal die alten
Stromzéhler reichlich ,dumm® sind. Doch dafiir gibt
es noch kein verpflichtendes Gesetz, so dass die In-
vestitionen dafiir ausbleiben.

Erst 2025 ist mit einer flachendeckenden Einfiih-
rung solcher Managementsysteme zu rechnen.

Nicht so bei uns. Wir nehmen die Zukunft vorweg
und probieren zusammen mit der Senatsverwaltung
neue Dinge aus, die unsere Genossenschaft in der
Innovationskraft stirken, ohne dabei Risiken einzu-
gehen. Gewinnen konnen nur unsere Mieter. Aber
auch unsere Genossenschaft beweist hier einmal
mehr, dass unsere Organisationsform genau richtig
ist, wenn neue Formen des Miteinanders, der Kom-
munikation ausprobiert werden. Spielereien und
Spinnereien bleiben draufen. Niitzliche Technik ist
so aufgebaut, dass ein erkennbarer Nutzen entsteht
und die Kosten iiberwiegt. Apropos Kosten:

Fig. 15: Article from the member newspaper of ABG Paradies (second section), source: ABG Paradies eG.

2.3 Implementation measures

2.3.1 Hydraulic balancing

T

enocean

e Unsere Mieter zahlen fiir- dielbe-
schriebenen Ausbaustufen nichts. Das wird durch
die Mittel des Landes Berlin sichergestellt. Aber wir
werden auch messen, wie schnell sich die Gera-
te lohnen wiirden, wenn diese voll bezahlt werden
missen. Sollte sich der Nutzen klar heraus stellen,
so werden wir unseren Bestand entsprechend auf-
riisten. Mdglicherweise kann auch noch eine zweite,
groBere Ausbaustufe, diesmal mit Mitteln der EU,
umgesetzt werden. Aber das wére erst im ndchsten
Jahr der Fall, wenn ein weiterer Forderantrag in Briis-
sel entschieden wird. Biirger- und Mieterbeteiligung
kommt bei den Regierungsstellen immer mehr an.

The originally planned measure of the old familiar "hydraulic balancing" did not meet with the
approval of the WoWi partners, since in some cases there were reliable findings available
which proved that no positive effect could be definitively proven. For this reason, the imple-

mentation did not take place in any of the projects after the application partners agreed.

2.3.2 Flow Limiter

In the interest of all project participants, the flow limiters were not used because the effort

required for their use was not satisfactory.

— Problems: a high investment of time and effort

- lce up or

- complete water extraction in the system.
- This would have meant that all tenants would have had to be on site on the day of

installation.

- Cannot be guaranteed 100% or is not practicable, as this is partly is perceived as a

danger by the tenant.
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2.3.3 Stage 1: Self-learning "energy-harvesting” individual room control as an intro-
duction

1 Kinstliche Intelligenz far Einzelraume (Algorithmen)

Fig. 16: Level 1 Success quotients of digitisation as ladder rungs, © green with IT e.V.
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Fig. 17: Self-learning single-room control system from competence field 2, © green with IT e.V.

The first central measure to reduce heating energy consumption was the single room control
system (ECR) with self-learning algorithms described in Fig. 16. The system permanently
learns usage behaviour and creates an energetically sensible heating profile from this. During
the time of use, the temperature set by the user is maintained and in their absence the tem-
perature is automatically reduced by max. 4 K (degrees Celsius as temperature difference) *2.

Details were extensively explained in parallel building simulations and are summarised briefly
here: it is a "low investment" measure in the sense of the BBU's ALFA philosophy; simple
installation because no cables have to be pulled or holes drilled; batteries are not needed
because of the energy harvesting of the components; 1SO-standardised EnOcean wireless
technology is used, which can be extended by its open standard and is particularly low-radia-
tion, so it can also be used in hospitals, for example; increased comfort for users because the
standard comfort temperature is already provided in advance for use; intuitive operation, so no
changeover is necessary for users. Embedding in a complex central system is not neces-
sary here in our pilot approach.

This entry took place in all four pilot project quarters and was therefore subjected to an initial
interim review before the more complex steps that followed began.

13 Definition Kelvin
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3. The tenant as an opinion leader - promising design frameworks in cooperation with
the landlord

3.1 Individual evaluation Stage 1 Project 1: GWG Liibben

General Information

- Hartmannsdorfer StralRe 2 - EZR in the living rooms

- Hartmannsdorfer Straf3e 3, 4 and 5 EZR in all living rooms, children's rooms, bathrooms

Installation single room control
- Date of Installation 04.11.2016

Number of installed devices

- Mainly 2-room apartments

and bedrooms

33 apartments

- 94 Room sensors
- 94 Valve controller

No adapters

- Three apartments without installation = not found
- Caretaker installed in these apartments, since the practical training of the caretakers
had taken place during the installation phase.

Booking of consumption data for evaluation purposes (applies to all subsequent pilot
projects)

- Booking of the defined WE from 2015 could take place immediately. The accounting
period 2015 to 2017 was available to the users and could be delivered anonymously
(GR numbers). Before publishing individual results, the formal DSGVO declarations of
consent were obtained from tenants.

- The expected data can be extrapolated to the entire portfolio

- A return on investment model can be generated from the tenant's perspective using a
formal, apportionable "mod" measure
- CO; savings quotas can be extracted and extrapolated to quarters, districts and munic-

ipalities

The savings ratios - as the most important component of project success - are listed in the last

column of all subsequent graphics:

Presentation of selected apartments of long-term tenants (moving in before 2015)

023.06 2 2.0Gre 3486,38 2290,04 268,32 -34,31
023.09 3 EG li 2190,31 1368,99 -411,59 -37,50
023.16 3 3.0Gre 1809,89 1452,32 275,55 -19,76
023.32 5 3.0Gi 7427,15 5810,68 -1176,99 -21,76

Table 1: Representative savings rates at pilot project 1 - GWG Liibben, © green with IT e.V.
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These apartments were then compared with the projected reference apartment in terms of
results. In the following diagram, we have directly assigned each apartments to one of two
blocks placed one below the other, so that a clear reference to the reference building can be
documented:

023.06 2 2.0Gre 3486,38 2290,04 268,32 -34,31
024.14 7 2.0Gre 1480,19 1427,30 -1,89 -3,57
023.09 3 EG i 2190,31 1368,99 -411,59 -37,50
024.18 8 EG li 3954,60 4471,29 1348,96 13,07
023.16 3 3.0G re 1809,89 1452,32 275,55 -19,76
024.25 8 3.0G re 1861,69 3882,69 1660,10 108,56
023.32 5 3.0G i 7427,15 5810,68 -1176,99 -21,76

Table 2: Comparison of reference apartments at pilot project 1 - GWG Libben, © green with IT e.V.

3.1.1 What the landlord says:

"GWG Lubben, together with the network green with IT e.V., has tested possibilities of digitising
housing industry processes in a pilot project in Hartmannsdorfer Stral3e in Lubben and on a
similar building. We presented and explained in detail how the new technologies work in infor-
mation letters and a tenant meeting. Individual concerns, especially those of the older resi-
dents, were dispelled in this way. The targeted savings in heating costs were analysed and
evaluated over a three-year project period. Under the conditions of an FTTB network, which
has covered our entire residential portfolio in Lilbben since January 2018, new digital possibil-
ities will arise for us in the future. We support all options for tenant participation in the reduction
of warm and cold operating costs. We will be happy to be available again for future pilot pro-
jects produced by the network”.

Fig. 19: Jurgen Busch, Board Fig. 18: Nicole Jaegers,

of Directors GWG Lubben, Board of Directors GWG
source: GWG Libben eG Libben, source: GWG
Libben eG
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3.1.2 This is what the tenants said in an interview:

Karl-Heinz Sauerbrei

My name is Karl-Heinz Sauerbrei, | am a tenant with the GWG in Libben. My landlord has
installed digital devices in my apartment, which | viewed sceptically at first. In terms of living
comfort, nothing has changed for me. | take care that the heating costs remain as limited as
possible. So it is self-evident for me that, for example, 1 still turn down the thermostats when |
am absent and of course raise them again by 2 strokes after returning to the apartment. | hear
some of the automatic changes to the actuator, but | don't find that annoying.

My warm operating costs were 379 € in 2015, in 2016 this was reduced to 313 € and settled
at 336 € in 2017. All in all, | welcome the tendency to have to less heat and, of course, lower
costs.

However, despite digital support, | continue to keep a close eye on my heating energy con-
sumption, monitor the consumption values and thus ensure that | always have my warm oper-
ating costs under control.

My comfort temperature is between 20 and 22 °C.

Birgit Gnadig

My name is Birgit Gnadig, | am a tenant of the GWG in Liibben. | cannot imagine an apartment
without the operation of the installed individual room control system. My daughter and | get on
well with the simple operation - | always call it the “Little Man". Our motto is: Push the Little
Man, and everything will be well-timed. | have a clear conscience when | am absent, because
then my room temperature is not unnecessarily high. Of course this saves me money, but
making a small contribution to limiting climate change is also a plus. The important thing for
me is: when | come home, the apartment is warm!

My warm running costs have been at a very good, i.e. low, level since 2016. | would also like
it to stay that way and | am happy to help further. My comfort temperature is between 21.4 °C
(living room) and 24 °C (bathroom).

Ms. Gnéadig also made these statements herself in a film which won the Future Award 2019
(featured in the last part of the film).

Andreas Fischer

| am a tenant at the GWG in Libben. My apartment is part of a series of experiments on how
to help tenants save on heating costs. For this purpose, devices were installed in my apart-
ment.

I was curious from the beginning whether | could actually detect lower consumption by in-
stalling the devices. The installation was quick and easy— much better than with most such
systems, where you would have to program endlessly first. | was very positively surprised that
| actually saved heating consumption and costs. The bottom line for me was € 50,- less than
in previous years.

I am happy to try out other worthwhile methods, if it is of any use.

My comfort temperature is 24°C in the bathroom and living room.
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3.2

Individual evaluation stage 1

General Information

- Sausenberger StralRe 24, 26, 28,

30

- Reference: Sausenberger Stral3e 25, 27, 29, 31

Installation single room control

- Date of installation 07.09.2016

Number of installed devices
- 17 apartments in which en:key is used.

- 53 room sensors
- 53 Valve controller
- Adapters used: approx. 35

- Installation in living rooms, kitchens and bathrooms

- Bedrooms were left out

- Subsequent installation of two more apartments in October

Later installation Smart meter gateway simulation, MUC, HKV devices, open metering
SystemConnection 4

- Date of installation Autumn 2016

Presentation of selected apartments of long-term tenants (moving in before 2015)

28 anonym 13.280 10.318 -2.962 -22,30
28 anonym 4.565 2.480 -2.085 -45,67
28 anonym 3.5621 1.469 -2.052 -58,28
34 anonym 6.844 5.103 -1.741 -25,44

Table 3: Representative savings rates at pilot project 2 - ABG Paradies, © green with IT e.V.

Further evaluation details can be found in the appendix of this report.

3.2.1 What the landlord says:
“ABG Paradies Berlin has tested various possibilities of digitising housing industry processes
together with the network green with IT e.V. in a pilot project at Sausenberger Str. 26-34 and
on a similar building. There were only minor concerns on the part of our cooperative tenants.
Our oldest tenant, who is 102 years old, also coped well with the installation of digital measures
in her individual rooms. In the field of neighbourhood management, we worked with a local
utility company to implement the requirements for extensive Smart Meter processes by replac-
ing all the old meters and joining them together to form two gateways. The first area of appli-
cation is to be self-determined and database-managed heating consumption data, in order to
achieve a certain independence from service providers as an option. We were very pleased to
be involved in these new digital fields of activity and look forward to helping shape further pilot
projects.”

14 Definition OMS
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The detailed presentation of the first project results took place at the IHK conference ,Warme-
wende-Energieeffizienz-Erfolge made by [oT* on 01.03.2018.

Fig. 20: Daniel Schulz, Chairman of ABG Paradies e.G.

3.3 Individual evaluation Stage 1 Project 3: WBG Eisleben

General Information
- Equipment placed in Freieslebenstralle 7 and 8
- FreieslebenstralRe 5 and 6 as reference building
- Equipment placed in the living rooms, children's rooms, kitchens and bathrooms
- Bedrooms were not equipped, as the heating activity is usually not very high there
- Reference object is located on the other side of the street with the same equipment and
orientation

Installation single room control
- Date of Installation 06.09.2016

Number of installed devices:
- 18 apartments
- 66 room sensors
- 72 valve controllers
- No adapters required
- Caretakers were able to install in a few apartments after successful practical training

Difficulties during installation
- None
- Caretaker accompanied the installation
- Watched the assembly and commissioning and was able to install for the tenants who
were not initially present

Presentation of selected apartments of long-term tenants (moving in before 2015)

7 EG M anonym 5.165,37 4.161,78 -1.003,59 -19,43
7 10G |R anonym 3.898,33| 2.885,73 -1.012,60 -25,98
8 EG M anonym 5.068,88 4.415,91 -652,97 -12,88

Table 4: Representative savings rates stage 1 at pilot project 3 - WBG Eisleben, © green with IT e.V.
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Representation of selected apartments from long-term tenants to the reference apart-

ment in the reference building

7 EG M Kaltofen, 5.165,37 | 4.161,78 -1.003,59 -19,43
Walter

5 EG M Referenz 1 125,73 27,39 -98,34 -78,22

7 10G | R Dienemann, 3.898,33 | 2.885,73 -1.012,60 -25,98
David und
Maria

5 10G | R Referenz 2 3.821,58 | 4.830,90 1009,32 26,41

8 EG M W sthoff, 5.068,88 | 4.415,91 -652,97 -12,88
Reinhard

6 EG M Referenz 3 2.805,01 | 3.710,64 905,63 32,29

Tabelle 1: Gegenuberstellung Referenzbaukdrper Stufe 1 am Pilotprojekt 3 — WBG Eisleben,© green with IT e.V.

The reverse trend is especially noticeable in the last two pairs of apartments (each with EZR
and reference): If savings are made in the apartments (all long-term tenants) with individual
room control, the heat demand in the reference increases.

3.3.1 What the tenants say:

Reinhard Wusthoff

My name is Reinhard Wsthoff, | am a tenant with Wobau Eisleben. In my apartment my land-
lord has installed digital devices, which | observe with great interest in everyday life. | believe
that there could be some improvements for the everyday use.

Personally, | take great care to keep heating costs as limited as possible. So it was all the more
pleasing to see that | receive noticeably higher repayments after the installation of the devices.

My warm running costs were €645 in 2014 and then rose to €716 in 2015, before the year of
installation. After installation, the next operating year was 2016, where | saw a reduction to
€531, which levelled off at €571 in 2017.

One of the reasons for this is that | also go to sports at fixed times, for example, and am
otherwise supported by the built-in technology, probably in the sense of limiting heating costs.
However, | am not letting up in my efforts to keep this limitation in mind myself.

Despite initial skepticism, | regard the built-in technology - with small suggestions for change -
as very positive and can only encourage the administration to use it everywhere.

My comfort temperature is 24 °C in the bathroom and 22 °C in the living room.
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Maria Dienemann
| am a tenant of Wobau Eisleben. My family's apartment was part of an attempt to save heating

costs with new appliances.

At the beginning | was a little skeptical as to whether the promises about future savings would
be true. However, our family became familiar with the technology within a month. It was also
important that the technology became familiar to us without us having to do anything. | found
it very positive that we are automatically supported in our savings efforts. We no longer have
to turn down the thermostats when we leave the apartment.

| particularly liked the fact that we saved a lot of money. My initial skepticism has evaporated.
We are happy to accept even more of such new support.

3.4 Individual Evaluation Project 4: Campus Berlin Buch

General Information

- House 85, commercial buildings (in contrast to residential buildings projects 1-3)

- One wing on the ground floor (office use) was completely equipped

- A reference on the 1st floor

- Both floors have a heat meter, therefore no (superfluous) individual radiator recording

- For evaluation, the two floors are placed opposite each other and cleaned up with the
help of the heating profiles

- Intermediate results can be read and compared more flexibly in terms of time

Installation single room control
- Date of installation 04.11.2016

Number of installed devices:
- 35 room sensors
- 25 valve controllers

Due to the fact that in this commercial property the data basis was not provided by EHKYV but
by heat meters, the results could be simplified in the form of a compared floor (application on
the ground floor, reference on the first floor). The presentation of the results was therefore also
simplified, which documented the different development and the immediately saved heating
energy quantities:
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EG en:key 10G Referenz Einsparung mit en:key

14000 -40,00
12000 -35,00

-30,00
10000

-25.00
8000

-20,00
6000

-15,00
4000

-10,00
2000 500

0 0,00

Table 6: Representative savings rates level 1 in pilot project 4 - Campus Buch GmbH, © green with IT e.V..

Tagesverbrauchswerte [kWh] Januar
2017 bis Méarz 2017

EG - enkkey 010G - Referenz

Table 7: Quantitative-graphical comparison of the savings achieved, © green with IT e.V.

From the conceivable measures mentioned above, priorities for the actually feasible imple-
mentations were developed. The goals were

- the quantity of district heating purchased, which is to be further streamlined,
- increased internal transparency,
- increased transparency also for external dissemination in the district.

The correct values were determined in a follow-up project "DITRAC" based on the actual con-
sumption in 2018. Here, the priorities of a commercial manager are to be viewed in contrast
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to the priorities of the housing industry. The expected effect was critically evaluated and
included in an assumed savings ratio. The reduction calculation can thus only ever be based
on the reduced actual value of the previous ones. The data validated in the subsequent project
are not directly related to this report, but should not be left unmentioned in this context.

Here are the priorities and assumptions adopted in the follow-up project:

1. A reduction of the consumption of the static heating system after a hydraulic adjust-
ment was calculated conservatively at 5% as Measure 1, since the heating networks on
the campus had been tightly managed for many years and a contract adjustment had
already been made in advance. In the overall context, the result was a saving of 2%. The
new starting point is 98%.

2. The night reduction, in conjunction with
3. The weekend reduction and

4. The summer switch-off are three interlinked measures requiring a high level of commu-
nication activity with all users. However, the combination of the measures mentioned
above was considered to be successfully implementable because communication with
the other users is at a high level and oriented towards efficiency maximisation. Therefore,
a combined benefit of 20% in total for the static heating was included. From 98%, 89%
now remain.

The first four measures all follow the accepted rules of technology and can be achieved with -
albeit significantly increased - in-house resources and staff. In the comprehensive step-by-step
evaluation of all projects, these steps were named but not included in the general context of
the documentation of results. In the uniform report on the results, only those measures listed
below are based on digital support and are regarded as the "low-hanging fruits" of digitisa-
tion, so to speak. Since the "smart meters" are now installed in all HASt, and the primary
energy values of the district heating are delivered resiliently by the supplier via an app within
a new customer portal, the conditions are right for a worthwhile harvest of these fruits.

5. The control engineering adjustment of the heating curves can now be carried out on the
basis of newly supplied information qualities of the load curves. Whereas 1-h cycles were
previously the norm, 15-minute values can now be obtained and processed in adapted
heating curves. Matching” with the outside temperature values during the course of the
day is particularly important in order to bring a valid fine adjustment to efficiency maturity.

6. This is now to be further optimised by a forward-looking consideration of valid weather
forecasts. The secondary controller can automatically learn that, for example, high solar
radiation can be expected in a near time profile. Consequently, the controller will predic-
tively lower the room temperatures before the expected solar radiation occurs. For the
Measures 5 and 6, a conservative 10% reduction is set for the static heating, so that
starting from 89%, a roughly estimated value of 86% results compared to the basic ap-
proach.

7. 30 % heating energy could be saved by single room presence detection in offices. This
is achieved through the use of artificial intelligence, which sets room profiles for each
individual day of the week and reduces the thermostat's heating preset by 4 degrees
Kelvin when there is no one present. The measured lowering rate was 30%. Since the
office space shares can only be estimated (high volatility due to permanent conversion
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by tenants), conservatively only a possible third of the total space is considered here.
Consequently, the reduction effect is assessed at 10% overall. This leaves 86%, which
is still roughly 82% compared to the basic approach.

8. The "cleaning" of all heating registers and generators in the heating and hot water sys-
tems in one of the two so-called "mirror houses" (houses 79 and 80) was implemented
in order to check how large this predicted effect is. This is a pilot measure whose effect
is all the greater the hardness of the domestic hot water. A corresponding table has
already been attached to the report. Conservatively, we assume that an improvement of
2% will be achieved in the applied house 79, which will be continuously checked by me-
ans of the incoming meter values of the heating and hot water consumption. However, a
general reduction of the entire household is not included in this calculation.

9. Hydraulic decoupling (district heating and air conditioning) of the primary from the se-
condary side of the heat transfer has the advantage that the secondary side would be
operated at lower operating pressures and lower temperatures. This would also create
the possibility of hydraulic balancing. A saving of the AHU share of the total budget can
be conservatively estimated. However, we adjust this rate to a conservative overall
savings assumption of 76% of the original budget. This is followed by other measures,
all of which relate to the budget heading "Electricity" and follow the accepted rules of
technology.

In addition, individual measures to check for implementation opportunities were considered
and will soon be examined internally for prioritisation in the above-mentioned ranking as an
option:

- Optimisation of the heat recovery rates in the entire AHU
- Partial replacement of the supplied district heating by third parties with their own ge-
othermal energy gains from deep geothermal energy in coordination with GFZ Potsdam

3.4.1 What the landlord says:

“In the past heating periods, Campus Berlin-Buch GmbH, together with the network green with
IT e. V., tested in a pilot project in order to determine to what extent digital processes can help
to reduce heating energy.

In one of our buildings, the heating of the rooms on one floor was synchronised with the
presence of the employees using self-learning algorithms. The savings effect surprised even
us. On average, 30% of the heating energy could be saved compared to a reference floor with
comparable use. We are now planning to install these devices not only on the other floors of
the building, but also in other buildings in the biotechnology park.

A second joint and much larger project will be the analysis of the energy consumption of the
entire campus with an area of 32 ha and currently 45 buildings with different uses and sizes.
To this end, we intend to establish a comprehensive monitoring of consumption in order to
identify and exploit further savings potential. The aim is to establish a campus-wide energy
management system.”

A detailed report on project 4 can be downloaded here.
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Fig. 21: Dr. Christina Quensel, Managing Director Campus Berlin Buch GmbH, Source: CBB GmbH

3.5 Additional information from individual projects in connection with Stage 1

3.5.1 Soft factors

Frequently asked questions by the tenants, which were always answered satisfactorily:
- Do | have to freeze now?
— The fact that all use habits with thermostats can be kept unchanged was convin-
cing here.
- How much energy can | save?
— The experience values of 20-30% were explained, as well as the connections with
why mainly tenants who are regularly absent during the day can save
- Am | being monitored?
— The certified data protection situation was explained in detail; fears were assua-
ged.
- Are we the test subjects?
— Yes, but not "guinea pigs". In the test phase, all installations are free of charge for
tenants; there can be no deterioration.
- Questions about functionality could always be answered satisfactorily.
- As a tenant, do | now have to pay for the electricity for the individual room control units
from my private electricity supply contract?
— No, the devices do not need electricity, batteries or cable runs.
- The availability of a central contact person from the network was important.

3.5.2 The scalability of the first measure was important for the landlords:

- Option to extend to the whole neighbourhood (level 2) as a "gateway solution": as the
tendency is to use open standards more and more, this was assumed here..

- Option for integration in a "self-sufficient gateway" to be installed later (as a moderately
secure solution) is thus given, as is a transfer to the "smart meter gateway" in the cloud
(under BSI basic protection conditions as a highly secure solution); this would allow,
for example, the delivery of heating consumption data to tenants’ smart phones.

- It is important here to consider data security. Individual security "islands" can also be
developed. For example, the individual room control of the type described cannot be
controlled from the outside, but manages all variables via the presence of the users.
This presence of the users is not communicated to the outside. This was the reason
why this system was awarded the certificate "Data Protection Compliant” by the
ULD certification body.

Scalability as an important energy policy element for harvesting ripe efficiency fruits was ex-
plained by the network at many events between 2015 and 2020:
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Fig. 22: Smart Meter Gateways, usage levels in the building and data protection, Source: Rolf Uhlig

For example, the individual room regulation (EZR) fulfils the requirement to ensure data pro-
tection and privacy for tenants. This is important because it is also the landlords' primary
responsibility not to allow third parties (such as Google or Facebook) to access tenants' data.

4. The landlord as intermediary - consideration of the accompanying B2B processes

4.1 Data security in the infrastructure
In order to use and apply digital services in a value-adding manner, a solid and valid database
is required in addition to the necessary tools. The raw material basis of digitisation is data!

In order to collect this data, not only are the corresponding data sources and points of data
collection necessary, but above all corresponding transport routes and infrastructures on which
data can be exchanged securely and with high availability. Only with the help of such infra-
structures can locally collected information be digitalized and thus used in a really secure way.
The range of digital infrastructures extends from small local solutions to globally available net-
works.

In this fundamental role, communication infrastructures have a central responsibility. With the
growing demands for data security data protection and availability, this responsibility will in
future assume central importance for the digitization of our society and, above all, its accep-
tance.

This key position of communication infrastructures is also reflected in national and international
legislation. Examples are the EPBD qguidelines or the various BSI guideline decrees.

In the field of building and real estate management, gateway-led services such as

- the establishment of a technical monitoring system,

- active bidirectional operational management and optimisation,

- the active energy management according to 1ISO50001, or

- a fully automated recording and billing of energy consumption data
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are the first applications, which urgently require digitalisation and communicative networking
of building services systems and trades.

Many other applications, e.g. from segments such as telemedicine, care, mobility, user service,
energy supply, comfort, etc. are already beyond the status of verification and validation and
are being implemented.

The "raw materials" - i.e. data - required for these applications vary in their sensitivity, from
personal, to critical, to harmless. But all of these characteristics have one thing in common -
the use of a secure and reliable infrastructure.

4.2 B2B process secure integration of intelligent metering systems (electricity) using
existing infrastructures

4.2.1 Secondary objective “electricity”

Even though this is not in the direct focus of the landlords (B2B), as electricity contracts are
concluded directly between end users and tenants, this is an important approach for the
tenants, in order to ultimately obtain an overview of their entire spectrum of all service charges.
Within the scope of the project work, therefore, the automated recording of electricity con-
sumption data from intelligent consumption measuring devices (smart meters) solutions
are developed, which transmit decentralised measurement data collected on the basis of exis-
ting infrastructures to a central server in a secure and highly available manner.

This is followed by a dedicated transfer to the application servers/computers for the provision
of central services, such as the preparation of energy bills or real-time consumption visualisa-
tion.

The implementation of the above project content was carried out with consistent consideration
of and orientation towards the three main project objectives defined in advance:
- Ensuring data protection and data security for all process stages and participants.
- Use also of broadband powerline communication (PLC) as an immediately usable al-
ternative infrastructure for integration into the network management.
- Contribution to technical and process-related standardisation.
- Transparency for the end consumer or tenant through consumption visualisation.

The installed remote readable intelligent measuring equipment was operated in combination
with communication units, which, among other things:

- have standardized communication protocols,

- enables interoperability between all meter types (formerly proprietary),

- work with internal security routines,

- enable IP-based, bidirectional communication with one or more control panels.

To enable a benchmark between generations of communication units, the project was divided
into two implementation phases.

1. 1st project phase: Use of a Multi Utility Controller (MUC)

2. 2nd project phase: Use of a Smart Meter Gateway (SMGW)

4.3 Further project objectives

In addition to the modular concept described above, the focus of the project was extended to
include the transfer of the meter data to a scientific institution (University of Applied Sciences,
HTW Berlin) or other network partners after a declaration of consent from the tenants, in order
to
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- enable the scientific processing of the data
- carry out an end-user-oriented visualisation.

The secure transmission concept implemented for the collection of electricity consumption data
and measured values was transferred to other media and with extensive use of the same com-
munication infrastructure/technologies in the further course of the project in order to burden
the approach of sharing secure communication infrastructures by different media/services/pro-
viders both technically and economically. As an example, this was done for the data transfer
of heating cost allocators (from Stage 2) from the individual residential units to central applica-
tion servers.

4.4 Project participants
1. Arbeiter-Baugenossenschaft Paradies e.G
2. Tenant
3. Netcom CS GmbH

property management of the property
final consumer, owner of the data
Telecommunications network operator of

the ICT infrastructure (Broadband PLC)

in cooperation with
4. Stromnetz Berlin GmbH

metering point operator and service provi-
der

EHKV manufacturer in-house production
self-sufficiency in all data processes

5. Innotas GmbH
6. Kugu Home GmbH

4.5 Project scope from Stage 2

The project was carried out and validated in the property of the Arbeiter-Baugenossenschaft
Paradies in Sausenberger StralRe 26-34 in Berlin-Bohnsdorf. The property consists of five
stairways with four to five residential units each. The meters are centrally located in the base-
ment of each staircase.

Preparation for Stage 2" Autonomous Gateways"

These measures were scaled up for Stage 2. The approaches and their actually measurable
implementation were closely monitored, documented and compared. Landlord processes were
also described in detail and the disruptiveness of individual processes was identified so that
follow-up projects could be easily designed.

In order to find a basis for a self-sufficient neighbourhood approach, the dependency on
proprietary gateways, two-wire, Cat7 or Lora networks had to be reduced and replaced by a
simple, open and purely current-based solution. All that is needed is the power cable in the
stairwell. This "infrastructure" is already available everywhere:

28



g DG optional F—1

1

™~ -

~ |

EG rechts ™, e

2l [ .
s et L

1| iHauslicht

Keller 1 — P._

Fig. 23: Level 2 neighbourhood approach based on electricity, © green with IT e.V.

In the case of pilot measures, there is the creative freedom to question old familiar processes.
The prerequisite here is to precisely describe the new processes, to reveal the gaps that still
need to be filled until certification, and to document “old vs. new” comparisons in a scientifically
sound manner. Our developers and project engineers have succeeded in this. Experts from
research and development, product and project management have joined forces in our fields
of expertise to form interdisciplinary test bed designers.

We described the other project components in detail (description of the project approaches)
and also evaluated them individually. The data from the individual evaluations were then com-
bined into an overall evaluation. The graphic representation of all further steps from stage 2
onwards follows in the course of the detailed descriptions.

5 Sammel-App

4 Smart Meter Gateways und Quartierssoftware

| 3 "Digitale Fruchte Gateway—Nutzung”

Monitoring, Smart Meter, pradiktive Lastkurven, EMS___

2 Autarke Gateways als digitale Grundlage

1 Kinstliche Intelligenz far Einzelraume (Algorithmen)

Fig. 24: Success quotients of digitisation as ladder rungs, level 2 © green with IT e.V.

Building blocks of the project scope: Start of Stage 2, further development
- Conversion of the concept into detailed planning phase and execution of the planning
services
- Stage 2 Procurement and commissioning of a self-sufficient gateway
- Stage 2 Use of gateway Procurement, exchange and commissioning of a measuring
device Submetering, subsequently further development
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- Stage 3 Use of gateway to harvest further "digital fruits”: predictive load curves, smart
meters, monitoring, energy management systems, tradesmen's steering, bidirectional
Driving operation of heating generators, automated error management...

- Procurement, replacement and commissioning of electricity measuring equipment

- Provision of a communication path from the measuring point to the local network station
(last meter)

- Operation, monitoring and maintenance of the PLC network

- Integration into the systems of Stromnetz Berlin GmbH

- Remote readout at defined intervals

- Stage 4 Procurement, installation and commissioning of the communication units Smart
Meter Gateway; broadband PLC modem "BPL", CLS interface

- Stage 4 Added value Provision of a data secure customer portal (neighbourhood app)
for consumption visualisation

- Collective app according to BSI basic protection

The already existing submetering gateway often originates from the contractually connec-
ted submetering supplier, who places this in the context of all contractual obligations. How-
ever, the WoWi customer is not provided with the resulting manifold process options. The ga-
teway is to be restricted artificially to pure submetering data in the contractual context. But this
means that only part of the gateway’s capability is being used; it could do much more. But
this is where the absurdity of this contract interpretation begins: these service providers do not
provide further quartering processes, or additional data from the gateway operation such as
monthly readout intervals. After all, the use of this data opens up entire neighbourhoods and
their management. Instead of self-sufficiency, an additional service is charged for all data and
processes that go beyond the annual data delivery. Often the housing companies are not even
aware of the digital fruits that can be harvested here without any additional investment (the
gateway has already been paid for).

4.6 The technological concept of Stage 2

While the housing industry added value can now be created immediately using autonomous
gateways as described above, the next concept, the next gateway, is already appearing on the
horizon. If all processes that can be mapped via the standard gateways are still equipped with
a low level of data security, the smart meter gateway achieves the level of BSI-compliant data
security according to common criteria. But first we’ll take a look at the standard gateway:
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Fig. 25: The gateway is already there: what operations can be added to the standard process? © green with IT
e.V.

4.7 Stage 2 Autonomous gateways as digital foundation

The apportionable cost block of the submetering service providers includes the described "ga-
teway", which is used to transfer all relevant submetering data. However, this gateway - shown
here in a not yet fully self-sufficient expansion stage - could do much more with conceivable
applications for tenant communication, bidirectional system control, etc.
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Fig. 26: Level 2 Currently still widely used gateway solution with limited self-sufficiency (service provider is still
data holder), © green with IT e.V.

Many housing companies still shy away from taking the decisive step towards freeing them-
selves from this dependency, because this would mean that a very simple package solution
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consisting of hardware (EHKV, heat/water meters, in-house transmission technology, gate-
way) and software would have to be operated with their own resources in future. This is sus-
pected to be more expensive than purchased apportionable packages. However, this is not
the case:

The traditional billing of heating and water costs via a service provider ties up a lot of re-
sources at housing companies every year. Ideally, the administrations have to provide the
billing information, invoices, tenant changes, etc. in online portals and check the plausibility
of the final bill after receiving it. As soon as errors occur, several coordination and correction
rounds are not uncommon.

In the case of a self-determined accounting, an invoice can be created for a property within
five to 10 minutes with the help of software. By means of many automated plausibility checks,
errors can be detected and corrected immediately, so that an invoice is always available when
you need it.

You can still leave the device service to external service providers. In this case a continuous
transmission of the collected data should be agreed upon, so that one can react quickly even
in case of errors and can still use the advantages mentioned below. Alternatively, this business
area can also be built up independently with your own personnel or with regional service pro-
viders, which can increase further sales potential.

4.8 Harvesting digital fruits: further gateway uses - Stage 3

5 Sammel-App

4 Smart Meter Gateways und Quartierssoftware

3 "Digitale Friuchte Gateway—-Nutzung”
Monitoring, Smart Meter, pradiktive Lastkurven, EMS___

2 Autarke Gateways als digitale Grundlage

1 Kinstliche Intelligenz fir Einzelraume (Algorithmen)

Fig. 27: Success quotients of digitisation as ladder rungs, © green with IT e.V.
Submetering in focus

In principle, stage 2 already included the entire submetering value chain. Currently, this pro-
cess is carried out with a wide variety of gateways/technologies. The choice of the gateway
is usually decided by the service provider, who includes this in his allocatable cost pool. In
the following stages this submetering process does not change in itself. However, with the
decision for self-sufficient management the data sovereignty changes radically. Here,
the process of submetering, which has so far been the sole focus of the project, is now em-
bedded in a whole series of new, open processes.

Only when the gateway is fully self-sufficient can the required gateways be used to their full
potential. The consequence is a multitude of possibilities for the digital management of buil-
dings, such as the monitoring of heating systems, vacancy management, legionella detection
and many other applications. In the case of continuous monitoring of heating systems, faults
or defects can be detected and rectified at an early stage. In addition, self-learning algorithms
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detect inefficiencies, such as missing night set-back, poorly adjusted heating curves or ineffi-
cient pumps. With the implementation of this digital operation management, heating energy
savings of up to 12% can be achieved without having to replace the system.

In the following example, we have deliberately incorporated a collection technology that is
being used for the first time. All data from the apartments is collected via new LED corridor
lights, which contain a permanently energized telemetric data collector for each floor, and is
then forwarded via powerline technology.

For example, the gateway could now be used for monitoring, for setting up an energy man-
agement system (EMS) or for controlling a weather forecast-controlled optimisation of the
burner and heating-up devices. This is known as a "predictive load curve" and is able to dras-
tically reduce connected loads or power values immediately.

This gateway-controlled energy saving effect is essentially based on the fact that the heating
phase is delayed on the basis of the predicted consumption curve until the optimal switch-on
point is reached and the burner runs for a maximum combustion duration. This avoids or pre-
vents start-up losses and loss-related burner cycling (connected loads in heating networks
are reduced). In addition, a low-temperature storage tank with a lower charge will generate
fewer inherent losses. Storage tanks have a large surface area and the temperature differ-
ence in normal operation to the environment is often greater than 50 °C. Despite good insula-
tion, the storage tank gives off heat to the environment at these temperature differences. In
general normal operation (without a gateway), the burner would always compensate for this
heat difference and generate unnecessary start-up losses even during the heat-up phase.

In combination with a data-supported weather forecast, an average of 30 % of the existing
connection or boiler output values are saved in large districts.

4.8.1 Other gateway uses:

Equipment of the object with remote readable measuring devices (electricity)

In the first project phase the pilot objects were equipped with the necessary hardware, i.e.
procurement and replacement of the measuring equipment for electricity as well as procure-
ment and installation of the MUC as a communication unit. The installed devices were put into
operation and then connected to the systems of Stromnetz Berlin GmbH. Furthermore, the
provided modems for broadband PLC were installed.
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Fig. 29: Installation location PLC headend and WAN interface, © green with IT e.V.

4.8.2 Next expansion in Stage 3:

Autonomous metering point operation and metering service

Autonomous metering point operation and metering service

Now the hourly remote readout for the heat consumption visualization was set up and put
into operation. The measured values "electricity" (1/4h load profiles) were transmitted via the
secure IKT WAN forwarding network to a computer center of Stromnetz Berlin GmbH, where
they are stored and processed. Stromnetz Berlin GmbH checks the data records for com-
pleteness. Substitute values are created for incomplete or incorrect billing-relevant data. Fur-
thermore, a fault management system is set up and operated.

In parallel, all telemetric data was transferred to a neutral server at the Berlin University of
Applied Sciences (HTW); at the end of the project, the data was read out and fed into a fully
economic process in accordance with HeizKVo, i.e. proprietary data was visualised and in-
tegrated into the WoWi-CRM (here: Wodis).

GreenWithIT -

by Reom: Wohnzimmer

Fig. 30: Annual curve of submetering files, © green with IT e.V.
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4.8.3 Consolidation of the HKV topic representative for all other projects

In order to be able to evaluate the results of all tested HVAC technology measures in as much
detail as possible, all radiators in the "test apartments"” of AGB Paradies in the I/Il quarter of
2017 were additionally equipped with modern electronic heat cost allocators EURIS Il - parallel
to the existing, billing-relevant, heat cost allocators. Daily consumption reports for the individual
rooms were generated from the measured heat consumption data and transferred to a central
database, the Point of Presence, for further processing, e.g. in the app system "My apartment",
as shown in Fig. 31. For this purpose, we developed a gateway that enables remote transmis-
sion of the WMBUS16 data via Powerline. Parallel to this, a GPRS transmission of the HKV
data to a central server is carried out in order to further develop the HKV remote transmission
system during the project. In addition to efficient remote reading of the heat consumption dis-
tribution relevant for billing as part of the operating cost billing, the aim was to make the tenant's
heating consumption per room available to him per app on a daily basis in the future and
thus motivate him to optimise consumption more strongly than is currently possible with annual
billing.
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4.9 B2B process network sharing - secure integration of intelligent metering systems
(electricity) and heat metering systems via common, existing infrastructure

HKV technology for disruptive use in PLC-controlled networks
HKV file transport via the IKT forwarding network

The described measures for data transport have been extended. In order to enable the
transport of HKYV files cost-effectively and securely via the WAN- IKT forwarding network, a
further pilot project was planned.

The solution described for the communication of electricity consumption data was extended by
the existing communication infrastructure, transporting the consumption values of the medium
"heat" in parallel via a common and secured communication network and supplying applica-
tions for the provision of central services and services.

The following objectives were defined:
- Reduction of the monthly data transmission costs via mobile radio
- Avoidance of SIM card handling
- Avoiding reception problems from the mobile network
- Use of the BSI-compliant (certified) infrastructure of the SMGW
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Abb. 32: Kommunikationskonzept Pilotobjekte Sausenberger StralRe 26-34; 2. Evaluationsstufe mit MUC und
Standard PLC-Kommunikation; Netzsharing, © green with IT e.V.

Development of a cost-effective pull service for the transmission of daily updated consump-
tion data

The positive prerequisites were demonstrated on the basis of the submitted in-house, stan-
dards-compliant hardware and the thematic proximity of the HKV hardware to the issues of
"water meter readout and visualization" and "smoke detector integration” was coordinated.
ABG confirmed the market relevance both from a technical and a price point of view and in-
tegrated this process into the Smart Meter Gateway.

Milestones of the project plan
- Insert HKV
- Installation of WMBus gateways (WMBUS/PLC) in floor distribution boxes
- Installation /Integration in PLC-Head End in the boiler room
- Communicative connection of the floor distributor boxes to PLC Head End
- In-house connection to the WAN infrastructure /IKT-WAN forwarding network of Net-
com CS GmbH
- Enhancement of file transfer via IKT-WAN forwarding network to the DMZ
- Secure IT coupling DMZ/application server for APP development
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Fig. 33: Communication concept HKV data transmission via IKT-WAN forwarding network, © green with IT e.V.

In addition, with regard to the Internet of Things (loT) the aim is also to investigate technical
solutions for the efficient use of cross-media in-house gateways and shared transmission
paths and databases and the intelligent services based on them (Big Data).

The following preparatory steps can be used for this:

A "basic server package" has been created, which performs the task of collecting, processing,
storing and subsequently forwarding the data from the various sources once a day. Since data
is already stored here, the data can also be output via a web client at this point. Here, however,
it is important to ensure that the tenant account -> housing unit <- sensors (HKV, water and
electricity meters) are linked in compliance with the DSGVO.

A separate interface/service has been created on the server for each data source. As an exa-
mple, the HKV data is downloaded from an FTP server and then stored in a MySQL database.
The data is directly uploaded to the server via the Netcom forwarding network using FTP and
read in once per hour by a service. Data that have already been processed are marked to
prevent them from being read in again.

An FTP client downloads the newly added data from the provider's server and stores it in a
"working" directory. After that the connection to the FTP server is terminated by the script. In
an interval of one hour, all CSV files in the working directory are processed chronologically, so
that the last downloaded file is processed last. The values are written to a database ("Mari-
aDB") in the same format as the CSV files. This makes it possible to provide the data in any
form via interfaces later on. The implementation of the interfaces was realised in the prototype
via a JSON interface. The format can be adapted and extended depending on the desired
interface.

The data is sent via JSON arrays, which are interpreted by the target. The data is then da-
testamped in the local database as sent.

4.9.1 Included in stage 3: Heat transparency

Consumption visualisation
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Stage 3 simultaneously offers landlords and also end users or tenants a ready-made portal
solution for consumption visualisation. The "Meter Online" online portal displays the individual
consumption for different time periods (daily, monthly, weekly and yearly view) and offers va-
rious analysis options to create transparency and identify energy potential.

Warme

1.517 GWh

Fig. 34: B2B portal for the landlord and B2C information for tenants in conformity with the HeizKoV, © green with
ITe.V.

A prerequisite for the implementation of this concept is a declaration of consent by the tenants
to read the measured values hourly by remote control and to visualise them via an online
portal. This is guaranteed by the tenant's consent during the first registration process on the
online portal. In addition, a declaration of intent was drawn up with Arbeiter-Baugenossen-
schaft Paradies e.G.

Important! Future-proof as regards the new heating cost regulations!

From the end of 2020, all heat consumption values must be delivered every six months, and
from 2022 probably every month. The above solution saves the effort of paper delivery if the
tenants agree. Experience has shown that the paper-saving argument is very persuasive, as
it immediately offers an option for relieving the burden on the environment. Compared to the
obligation to issue a receipt and the associated paper flood, this option is very convenient.

In order to preaggregate the decentralized data and to reduce the number of WAN interfaces,
the two key components - the central PLC headend and the associated WAN router - are
installed at a central location in the pilot system. The communication units (MUC; SMGW)
installed in the test objects terminate at this installation location. Both function together in the
functional unit as the central "data turntable" in the communication concept. The local network
station of Stromnetz Berlin GmbH belonging to Sausenberger Strafl3e or optionally a "public”
technical room in the test objects was considered as the central installation location.
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Abb. 35: Zweistufiges Aggregationsmodell am Beispiel Sausenberger Str., © green with IT e.V.

Connectivity from the headend to the intelligent measuring points in the test objects is achieved
by broadband PLC technology. Connectivity to Netcom's secure ICT WAN forwarding network
and the integrated so-called "demilitarised zone" (DMZ) is provided via the WAN router. From
the DMZ the data is directly transferred to the server of Stromnetz Berlin GmbH and stored

there.
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Fig. 36: Communication concept pilot objects Sausenberger Stralle 26-34; 1st evaluation level with MUC and
standard PLC communication, © green with IT e.V.

4.9.2 Added value in stage 3: The ICT WAN forwarding network

The success and market penetration of digital services and services depend to a large extent
on a necessary degree of availability and security of the underlying communication solution.
To this end, the legislature has formulated special requirements for data security based on the
requirements of the German Federal Office for Information Security (BSI), which have been
incorporated into the "Law on the Digitisation of the Energy Sector”.
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Fig. 37: Legal framework, © green with IT e.V.

To this end, the legislature has formulated special requirements for data security based on the
requirements of the German Federal Office for Information Security (BSI), which have been
incorporated into the "Law on the Digitisation of the Energy Sector”.

In order to meet these requirements and, at the same time, to be able to act flexibly and inde-
pendently of technology, special communications infrastructures are required, which are cha-
racterised by the "area of conflict" between legal framework conditions and user requirements
as summarised below.
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